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Forord

Forholdet mellom samfunnets sikkerhet og den enkeltes personvern er et viktig tema
for samfunnsdebatt. Nye sikkerhetsteknologier kombinert med pkende behov for kontroll
og overvaking gjor at det samlede nivaet av overvaking i samfunnet er stadig stigende.

Dette dokumentet inngar som en del av PRISE-prosjektet (PRIvacy and Security in Europe).
Siktemalet med prosjektet er 3 bidra til en sikker fremtid for Europa i trad med europeiske
borgeres rettigheter og preferanser, og da szerlig i forhold til retten til personvern. Prosjektet
gjennomfgres i samarbeid med institusjoner i Danmark (Teknologiradet), Tyskland (Unab-
héngiges Landeszentrum fiir Datenschutz, Schleswig-Holstein) og @sterrike (Institut fir
Technikfolgenabschétzung, ITA). Prosjektet er stpttet av EU og resultatene vil bli presentert
for EU-kommisjonen.

| PRISE-prosjektet har det veert viktig at ogsa vanlige innbyggere, uten spesielle forkunn-
skaper, har uttalt seg om hvordan samfunnet bgr handtere balansen mellom sikkerhet og
personvern. | mai/juni 2007 ble innbyggere i seks europeiske land; Norge, Danmark, Tyskland,
@sterrike, Spania og Ungarn, invitert til nasjonale intervjumeter. Til sammen deltok 158
personer pa megtene. Der drpftet de fremtidsbilder, tok stilling til konkrete dilemmaer og

ga anbefalinger til hva de mente var viktig ved videre utvikling og implementering av nye
sikkerhetsteknologier. Prosjektet skal bruke resultatene til 3 utarbeide kriterier for utvikling
og implementering av nye sikkerhetsteknologier.

Dette er en synteserapport som inneholder konklusjoner fra mgtene med lekfolk i alle
de seks landene. Den beskriver folks generelle holdninger til sikkerhetsteknologier og
personverndilemmaer og den inneholder forskjeller og likheter som kom til syne i de
ulike landene. Det danske Teknologiradet har ledet arbeidet med synteserapporten.
Rapportens vedlegg kan lastes ned fra Teknologiradets nettsider www.teknologiradet.no

Teknologiradet i Norge har veert ansvarlig for 3 arrangere og rapportere fra det norske
intervjumgtet. Rapporten fra det norske metet er ogsa tilgjengelig pa Teknologiradets
nettsider www.teknologiradet.no. Det norske sammendraget i denne utgivelsen utdyper
en del av synspunktene som kom frem blant de norske deltakerne, og peker pa likheter
og ulikheter mellom den norske gruppen og de andre landendes grupper. Prosjektleder
Ase Kari Haugeto har veert ansvarlig for det norske bidraget.

Som en del av PRISE-prosjektet har Teknologiradet ogsa utgitt rapportene «Oversikt over

sikkerhetsteknologier» og «Scenarier».

Tore Tennge

Sekretariatsleder, Teknologirddet






Norsk sammendrag

Dagens muligheter for overvaking er stgrre enn noen
gang. Dette skyldes rask teknologiutvikling og et
stort tilbud av nye sikkerhetslgsninger. Mange av de
nye sikkerhetsteknologiene for overvaking, registre-
ring og kontroll kan vaere svaert nyttige i samfunnets
arbeid mot terrorisme og kriminalitet.

Men med bruk av nye sikkerhetsteknologier blir ogsa
vanlige lovlydige innbyggere i stgrre grad overvaket,
deres atferd blir registrert og data lagret. Slik trues
den enkeltes personvern, og det kan ga ut over folks
integritet og frihetsfplelse.

I Norge sa vel som i resten av Europa er dette et
omrade der endringer skjer raskt. Graden av over-
vaking og registrering pker, ogsa fordi trusselbildet
og behovet for overvaking er i endring.

En rekke dilemmaer kan knyttes til det & oppna sik-
kerhet for samfunnet som helhet, og samtidig bevare
sikkerheten og personvernet til den enkelte. Det er
derfor viktig a ha en kontinuerlig oppmerksomhet og
diskusjon om hvilke sikkerhetstiltak som er ngdven-
dige, og a stadig vurdere det totale omfanget av
sikkerhetstiltak som innfgres.

PRISE- prosjektet involverer ikke bare eksperter og
beslutningstakere, men ogsa andre innbyggere i dis-
kusjonen.

Involvering av «folk flest»

Malet med 3 involvere et bredt utvalg av innbyggere
er a fa innblikk i hvordan folk rundt i Europa vurderer
bruk av nye sikkerhetsteknologier, og hvordan de ser
pa sitt personvern. Blant spgrsmalene innbyggere
skulle ta stilling til var:

® Hva synes de om innfgring av stadig nye sikker-
hetsteknologier?

= Hyvilke nye sikkerhetstiltak er akseptable, og hvilke
er ikke det?

® Nar er samfunnets sikkerhet viktigere enn enkelt-
individets frihet, og omvendt?

= Hvem skal fa lov til 3 overvake og handtere infor-
masjon om andre?

= Hvor mye kan man stole pa at data lagret av myn-
dighetene blir brukt forsvarlig og til de riktige for-
mal?

| Norge mgtte 26 kvinner og menn, fra 17-60 ar til
engasjert diskusjon i Sandnes 4.juni 2007. De frem-
mette representerte et bredt spekter av bakgrunner;
fra studenter og arbeidssgkende til lerere, teknikere,
ledere, sykepleiere, it-konsulenter, pkonomiarbeidere
m.m. De fleste bodde i sentrale omrader i og rundt
Stavanger og Sandnes, men ogsa folk fra bygdene
rundt var representert.

De fremmgtte var rekruttert ved at 2000 brev ble
sendt til adresser i folkeregisteret. Utvalget tok hensyn
til alder og bosted for best mulig representativitet. Et
bredest mulig utvalg av personer som svarte pa brevet
fikk anledning til 8 komme, men av metodiske grunner
ble gruppens stgrrelse begrenset til 35 personer.

Metoden

Metoden som ble brukt var sakalte intervjumgter.
Denne metoden innebzerer at deltakerne i forkant
far tilsendt ngdvendig bakgrunnsinformasjon for

a bedre kunne komme med kvalifiserte synspunkter
pa temaet. | dette tilfellet fikk deltakerne tilsendt
fremtidsscenarier, som viste nye sikkerhetstekno-
logier i bruk i ulike situasjoner. Ved scenariene I3
ogsa forklaringer til de aktuelle teknologiene.

Selve motet varte i 3 timer. Det startet med en felles
muntlig gijennomgang med en oversikt over sikker-
hetsteknologier, deretter svarte deltakerne pa et
sporreskjema hver for seg. Til slutt var det gruppe-
samtaler med temaer og problemstillinger delta-
kerne allerede hadde tatt stilling til i sparreskjemaet.
Diskusjonene ble slik basert pa reelle fremtidsbilder



og inkluderte de fleste av de nye sikkerhetsteknologi-
ene, sa vel som en rekke ulike dilemmaer koplet til
personvern. Deltakerne fikk ogsa anledning til selv a
styre samtalen inn pa det de mente var viktig.

Teknologiene

Det var et stort mangfold av nye sikkerhetstekno-
logier som ble presentert og diskutert pa mgtene.
Dette er hovedgruppene som ble omtalt:

= Sporing av hvor en mobiltelefon eller bil befinner
seg (lokasjonsteknologi)

= Elektronisk identifisering av personer ved bio-
metriske kjennetegn, som iris, ansikt, finger-
avtrykk eller DNA (biometri)

= Gjennomlysningsteknologier til bruk pa personer
eller gods

® Effektiv lagring av og spking i store mengder infor-
masjon (for eksempel om personers kollektivreiser,
telefonsamtaler og internettbruk)

= Teknologier som enkeltpersoner kan beskytte seg
med, som 3 kunne opptre anonymt pa internett,
kryptere informasjon m.m. (personvernfrem-
mende teknologier)

= Kameraovervaking og ansiktsgjenkjenning

= Avlytting

Se for gvrig rapporten «Scenarier» pa
www.teknologiradet.no for presentasjon av de
aktuelle teknologiene deltakerne ble bedt om a
ta stilling til.

Noen resultater

Ulik oppfattelse av hva som er krenkelse

av personvernet

De aller fleste deltakerne i Norge sa vel som i de
andre landene var enige om at ukontrollert bruk av
nye sikkerhetsteknologier kan fgre til at personvernet
krenkes og at vi mister en del av var frihet. Men det
var ulikt hva folk sa pa som viktig for personvernet,
og hvor grensene gar fgr man fgler seg krenket.

Det kom frem at personvern bestar av verdier som
hele tiden er under endring, at folk aksepterer andre
former for overvaking og utlevering av personlige
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opplysninger na enn fgr. Pa det norske metet ble del-
takelse i realityserier eller det a apent legge ut infor-
masjon om seg selv pa internett nevnt som nye
mater der mange na frivillig gir fra seg noe av sitt
personvern. Det ble ogsa papekt at man kanskje ville
vaert mer opptatt av retten til personvern hvis man
hadde opplevd krig og urett, enn hvis man har levd

i et velfungerende demokrati hele livet.

Ser ikke pd terror som en alvorlig trussel
Oppfatningen av hva som er reelle trusler i samfun-
net varierte en del. | den norske gruppen var det
sveert fa som sa pa terrorisme i Norge som en saer-
lig fare. Eksempler som trafikkulykker og narkotika-
misbruk ble dratt frem som mye farligere bade for
samfunnet og for den enkelte. Heller ikke i den
spanske gruppen ble terrortrusselen diskutert i
serlig grad. Dette til tross for at Spanias innbyg-
gere har bade lang historie og ferske erfaringer
med terrortrussel og terrorangrep. | alle lands grup-
per var det stort sett stgrre aksept for overvakings-
tiltak ment for & hindre Igpende kriminalitet enn
for a hindre terror.

Skepsis til nye teknologier — aksept for kjente
Igsninger

De aller fleste deltakerne aksepterte bruk av kjente
teknologier mer enn bruk av nye, ukjente tekno-
logier. | Norge var for eksempel telefonavlytting av
mistenkte, eller bruk av metalldetektorer pa flyplas-
ser langt mer akseptert enn digital ansiktsgjenkjen-
ning fra offentlige overvakingskameraer eller elek-
tronisk sporing av biler. Dette kan vaere en indikator
pa at folks toleranse gker etter at teknologien har
veert i bruk en stund. Det kan ogsa forklare hvorfor
det a innfgre nye sikkerhetstiltak fort blir en irrever-
sibel prosess, og hvordan det samlede nivaet av
overvaking i samfunnet kan gke — uten at det
skaper spesiell oppmerksomhet eller reaksjon fra
innbyggerne.

Hpy tillit til det offentlige, men mistro til private
selskaper

De norske deltakerne uttrykte hoy tillit til offentlige
institusjoner. Det var f.eks. i den norske gruppen man



fant stgrst aksept for & opprette nasjonale registre
med biometriske data fra alle landets innbyggere.
Likevel er folk engstelige for at systemene kan bli
misbrukt, f.eks. ved at uautorisert personale far
tilgang til opplysinger eller at data brukes til andre
formal enn det som opprinnelig er tenkt. | den norske
gruppen var skepsisen spesielt stor i forhold hvordan
kommersielle aktprer kan komme til 3 handtere
deres personlige data.

Lite engasjement om kameraovervdking

Bruk av kameraovervaking skapte store diskusjoner
i de fleste lands grupper, men ikke i den norske.
Det var ogsa mange i den norske gruppen som ikke
hadde noe formening om antall kameraer som er
utplassert i det offentlige rom i dag.

Ikke aksept for sporing av bil og mobiltelefon
Derimot var det sveert opphetede diskusjoner i den
norske gruppen om bruk av lokasjonsteknologier

i mobiltelefoner og biler. De norske deltakerne
aksepterte sd og si ingen former for lokalisering.

For eksempel kunne ingen av de norske deltakerne
akseptere at man utvidet det nye europeiske eCall
systemet til bruk ogsa for fartskontroll. | de andre
landenes grupper var det flere som mente dette var
greit. Ogsa det a bruke lokasjon kun for 3 sende ngd-
meldinger eller som et sporingsverktgy for politiet
ved rettskjennelse, ble bare akseptert av et fatall av
de norske deltakerne. Det kan virke som at 4 kunne
bevege seg fritt uten at noen kan spore hvor du er, er
viktigere for nordmenn enn for andre.

«Nakenmaskin» ikke @nsket

Eksponering av kroppen som ved skanning med
«nakenmaskin» i flyplasskontroll eller kameraer i
preverom var generelt lite akseptert i alle land, ogsa
blant de norske deltakerne. Dette viser at bilder av
egen kropp fremdeles er noe de fleste gnsker a

ha kontroll over, selv om det er mulig 8 anonymisere
bildene.

Lite kunnskap om egen sikkerhet pd nett
Bruk av teknologier som fremmer personvernet, som
kryptering og anonymisering, var det mye usikkerhet
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omkring. Selv om alle deltakerne i den norske grup-
pen var jevnlige brukere av internett og e-post, var
det uklare svar og lite diskusjon om temaet. Det ser

ut til at de nye kommunikasjonsteknologiene er blitt
tatt i bruk uten at folk har kunnskap og forstaelse for
hvordan man kan ta vare pa egen og andres sikkerhet.

Krav om brede dpne prosesser ved innfgring av nye
sikkerhetsteknologier

Til slutt kan det nevnes at deltakerne i alle land
mente at det er sterkt behov for mer offentlig disku-
sjon og allmenn bevissthet om bruk av sikkerhets-
teknologier. Det var ogsa et tydelig gnske om bred
involvering av ulike grupper, fra vanlige innbyggere
til teknologieksperter og menneskerettighetsorga-
nisasjoner, for man beslutter  ta i bruk nye teknolo-
gier for a pke samfunnets sikkerhet. Dette gjgres i
liten grad i dag, og er noe sikkerhetsmyndighetene,
ogsa de norske, bgr vurdere opp mot dagens praksis.






Introduction

Between May 30™" and June 15" 2007, the four part-
ners and two research collaborators of the PRISE pro-
ject held six so-called ‘interview meetings’in Austria,
Denmark, Germany, Norway, Hungary and Spain. The
interview meeting is a method that combines debate,
completing a questionnaire and group discussions.
An interview meeting takes three hours and is nor-
mally held as an after work event involving 25-35
participants. The six interview meetings of the PRISE
project resulted in six national reports. These six
reports are the basis for this synthesis report. The
synthesis report combines the results of the national
reports and gives an overview of the participants’
attitudes towards new security technology and priv-
acy issues and points out the national differences.
An overview of the six national reports can be found
in Annex 6.

The report will occasionally use the terms Spaniards,
Norwegians etc. when naming the participant groups
from the respective countries, but these only repre-
sent the attitudes of the group, not the population.

This synthesis report includes a short introduction
to the relevant countries, with an emphasis on the
different understandings of security and technology
that are reflected in the national interview meetings.
In Chapter 2 the report will briefly go through the
attitudes towards specific technologies. Chapter 3

is the main chapter describing the general attitudes
towards privacy and new security technologies. It
will mainly concentrate on what factors determine
the boundaries of privacy and participants’ accep-
tance of security technologies. Finally the report
looks at democratic issues and presents proposals
for privacy enhancing implementation of new secur-
ity technologies.

The report’s main findings are summarised in a final
conclusion.

Methodology

The organisers in the six countries carried out the
national interview meetings based on a predefined
manual that describes the method and gives tho-
rough instruction of how to carry out interview
meetings in the context of the PRISE project - the
manual can be found in Annex 1.This part of the
preface will briefly address the relevant methodo-
logical issues and the value of the collected statisti-
cal results.

The interview meeting

The interview meeting is a method to gain know-
ledge of what a group of people think and feel about
complex technologies. It is not a method that claims
to represent the whole population; rather it aims at
including a diverse selection of citizens selected on
the basis of demographic criteria such as age, gender,
education and occupation.

Using group interviews and a questionnaire, a group
of about 30 people are asked at the interview
meeting about their perceptions and preferences

in relation to a technology, a technological develop-
ment, challenge or problem. As a rule, interviewees
do not possess any expert or professional knowledge
about the technology in question. However, prior to
and during the meeting, the participants are infor-
med of the advantages and disadvantages of the
technology in order to give them a balanced and
factual common starting point. In the PRISE project,
this information is based on the scenarios developed
in WP4 and the dilemmas these scenarios focus on.
These can be found in Annex 3.

The two methods of questionnaire and group inter-
views complement one another well; the question-
naire ensures that all the participants are heard and
that there is comparable data relating to the most
important areas. The group interview, on the other
hand, creates a lively debate and ensures that the



participants can include aspects that are not addres-
sed by the questionnaire and that different argu-
ments are articulated.

National recruitment and group composition
Due to national differences, not all the interview
meetings were conducted as originally planned.

The Austrian preparations deviated from the inter-
view meeting manual in the recruitment of partici-
pants. The Austrian participants were recruited by
phone instead of by mail. Unfortunately, only 17 out
of 27 confirmed participants showed up at the
meeting. In consequence, only three instead of four
group interviews were conducted. The final group of
participants was not as diverse as originally inten-
ded; it was biased towards older people, people with
longer education and women. Collated with the total
quantitative data of all participants in the six coun-
tries, this should have resulted in a more privacy
aware group. However this is pure conjecture, as
some countries have not witnessed systematic scep-
ticism as a result of similar biases.

In Germany as well, the recruitment process was
troublesome. After not receiving sufficient feedback
on the invitation letters, the German organiser chose
to advertise for participants in a local newspaper.

At the meeting, the Germans also encountered a
high dropout rate. On this background the meeting
had no representation of what the German organiser
considered to be short education, just as there was
an overrepresentation of male participants.

In Spain the organiser arranged four separate meet-
ings rather than one collected due to Spanish work-
ing hours and after work habits. Also the Spanish
organiser insisted on a different recruiting process,
arguing that mailed invitations would be regarded
as ‘spam’, whereas advertisements and diffusion of
recruitment forms could be more conducive to the
needed feedback. The recruitment was then comple-
ted by phone and the final group was stratified in
accordance with the manual. There is no indication
that this approach should have biased the findings
of the Spanish interview meeting.

The Hungarian organiser also used telephone
recruitment instead of letters. The methodology

of the random selection of participants and tele-
phone recruitment might prove to have a higher
degree of randomness, as the human contact makes
it possible to encourage people to participate in the
meeting — people who would have been unlikely to
reply to a written invitation in any country.

The Norwegian interview meeting followed the
interview meeting manual carefully and the partici-
pants were recruited as described in the manual.
Of the 26 participants who showed up at the
meeting, there was a slight overrepresentation of
people with long education.

The Danish interview meeting also followed the
manual closely. Again, not all invited participants
showed up at the meeting, so even though the final
group did have the expected composition of age and
sex, there was a lack of people with shorter educatio-
nal background which resulted in an overrepresenta-
tion of medium and long educational backgrounds.
Between the countries we find great variation in the
proportion of participants with children, both with
children living at home and living elsewhere. There
is no apparent explanation for this phenomenon,
but one could speculate that the demographics vary
from city to city and from country to country, just as
differences in work and family culture may play a
role in who were able to participate.

Statistical approach

This report will feature several statistics based on
the collected data from the meetings. The six meet-
ings gathered a total of 158 participants, 82 or 51.9
percent of the participants were female, 59.5 percent
had children, and 50.6 percent had tertiary educa-
tion'. The median age was 47 years and the average
45.3 years. The participants were distributed as inten-
ded between the three age groups and the two gen-
ders. However, the subset consisting of people with
long education was bigger than originally intended.
The figures on the composition of participants are
listed in Annex 2.

'ISCED-97 level 5 & 6.



The composition does not seem to influence the
qualitative results significantly, as we find no indica-
tions that certain arguments were repressed in the
debates. We find the same arguments presented in
all the participant countries, which validates the
findings. However, the quantitative results could be
slightly biased towards a more critical view of secur-
ity technology and greater awareness of privacy, as
this is the general tendency of longer education in
the data available from the meetings.

Since the report is not based on a random selection
of citizens from the participant countries, the report
will not feature specific numbers and percentages,
but rather speak of tendencielf one wishes to look
at the actual statistics, please refer to Annexs.



Executive Summary

This report analyses the results of six so-called inter-
view meetings in six European countries. The results
from each meeting have been analysed in six natio-
nal interview meeting reports. On the basis of these
six national reports, this synthesis report gives an
overview of the participants’ attitudes towards new
security technology and privacy issues and points
out some national differences.

Nuanced opinions among participants

The participants at the six interview meetings in
the six different countries had a broad variety of
opinions and some very nuanced attitudes towards
privacy and security. The participants showed great
insight as well as willingness to discuss and argue
for their opinions and to listen to and learn from the
opinion of others. The participants could roughly be
divided into three groups; the biggest group is the
participants who place privacy over security, the
second group is the participants that emphasise
the need for security technologies and finally there
is a group of undecided participants.

Acceptability of technologies depended

on many factors

The participants are very split when it comes to the
questions of the necessity of security technologies,
the extent of the threat from terror and crime and
the balance between privacy and security. Generally,
the vast majority feels uncomfortable about their
privacy being infringed and can only accept infringe-
ment in certain places and situations. Places or situa-
tions where the participants find the risk of terror or
crime to be increased make the implementation of
different security technologies more acceptable to
participants. Airports or places with high crime rates
are good examples of this. Other factors that make
privacy infringing security technologies more accept-
able include familiarity, convenience and authorisa-
tion by court order.
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Concerns about new security technologies

The participants have a number of concerns about
implementing new security technologies. They are
concerned that the technology is ineffective and that
criminals, commercial interest and governmental
institutions will misuse it. They are also concerned
about the individuals behind the technology and

the amount of personal information these people
can access. The participants also make the point that
once technologies are implemented it is unlikely that
they will be withdrawn again — even if they prove to
be ineffective.

Itis interesting to note that the threat of terror does
not seem to be as important to the participants as
the threat from crime. Furthermore, it is worth notic-
ing that there is a clear limit when it comes to sur-
veillance of the physical body. The participants also
indicate that function creep — technologies or data
being used for something else than the original pur-
pose —is unacceptable.

Public debate needed

The vast majority of the participants emphasises

the need for public debate on questions about imple-
menting new security technologies. They find it very
important that new security technology is subjected
to sincere evaluation in an open and transparent pro-
cess that also includes human rights organisations
and technology experts before it is implemented.
Citizens, experts and human rights organisations
must be involved to some degree all the way from
research to implementation.

Basic conclusions

The analysis can be summed up in certain basic
conclusions based on the input from the vast
majority (more than 8o percent) of the participants:



Basic limits of acceptability

® The threat of terror as such does not justify
privacy infringements

® Physically intimate technologies are unacceptable

= Misuse of technology must be prevented

= Function creep is not acceptable

What makes security technologies more acceptable?

= Proportionality between security gain and privacy
loss

= Court order

m Strict control

= Privacy infringing security technologies must be
the last option

Democratic demands

= Public debate

= Broad involvement

= Always analyse privacy impact
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Chapter 1 | Overview of National Differences

When reading the national reports, it is evident that the participants from the six countries have
different basic understandings and perceptions of the terms security and privacy. Differences in
perception of threats, differences in trust in others and in institutions and differences in perception
of privacy are shaped by history, media attention, recent incidents and debates.

The basic understandings serve as an influential
backdrop of common references and established
norms that shape the debate. A rough generalisation
of these differences can function as a guide for the
reader since it puts the national differences into
perspective.

1.1 Spain

Spain has a history of terrorist attacks from the ETA
organisation and only a few days before the inter-
view meetings ETA ended their ‘temporary ceasefire’.
Furthermore, the interview meting was held in
Madrid where in 2004 there was a serious terrorist
attack with bombs on a number of trains. On that
background the Spanish participants could be expec-
ted to be especially aware of the threat of terror and
the need for security. This does not seem to be the
case. Instead the Spanish report more than once
emphasises that the most important issues for the
participants were gender violence and sexual haras-
sment. Many of the security technologies were deba-
ted in light of this. The report also emphasises a big
mistrust in official institutions and commercial inte-
rests, which in general leads to mistrust in new secu-
rity technologies. As others, the Spanish participants
mistrust the people in direct control of the techno-
logies. They do not, however, only focus on misuse,
but also on human errors. Finally, it should be noted
that more than half of the participants changed their
attitude at the meeting, some became more privacy
aware and some became more positive towards
security technologies.

1.2 Hungary

In Hungary as well, there was a great change in parti-
cipants’ attitudes because of the meeting. Here the
participants clearly called for more information and
more debate — some expressed a feeling of lack of
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education in schools and some called for TV-pro-
grammes that deal with the issues. Even more expli-
citly than in Spain, the Hungarian participants
expressed mistrust in official institutions. General
mistrust exploded last autumn when a leaked
recording of the prime minister admitting lying and
accusing fellow politicians of the same was followed
by public uprising. After several incidents of misuse
of power the police struggles with a bad image. The
debate over public moral, or lack thereof, seemed to
influence the perspectives on the need for security
technologies —the Hungarian participants called for
a change in morality over implementing technologi-
cal solutions to security problems and some argued
that new security technologies might even help
improve the social moral. On top of that, the Hunga-
rian meeting, as the only one, also expressed hope
for a national security industry and that this could
attract capital to the country.

1.3 Norway

The Norwegian participants expressed little fear of
terrorist attacks. They accordingly dealt with security
technologies in the light of other forms of crime.

The frame of the meeting was also affected by earlier
public discussion over the Internet phenomenon ‘Face-
book’—a social networking website where users volun-
tarily share personal information. Consequentially,
data retention was discussed a lot and the major part
of the participants was critical towards commercial
interests and their willingness and possibility to inf-
ringe on their privacy. In addition the Norwegian parti-
cipants appeared to be more critical towards locating
technologies than any other group. At the same time
the Norwegians only had little debate on camera sur-
veillance, which too distinguishes them from the other
countries. Finally, the Norwegian group showed a very
high degree of trust in their official institutions.



1.4 Germany

In Germany much of the meeting has apparently
been framed by an on-going debate on the juridical
consequences of new security technologies more
than in other countries. Germany has a long history
of discussions over data-retention that has resulted
in strict legislation in this area. Germany is also
considered to be one of the European countries with
the highest protection of privacy. The German parti-
cipants take the most critical view on collection of
data with or without suspicion of criminal intent.
Measures not based on a concrete suspicion, just like
the measures used by very intrusive security techno-
logies, are only accepted if based on a court order.

1.5 Denmark

The Danish report suggests a general trust in the
public institutions, and compared to some of the
other countries Danes only agitate for mistrust on
an institutional level to a lesser extent. At the same
time Denmark has not experienced a serious terro-
rist attack, so even though Denmark is exposed due
to the cartoon crises and participation in the con-
flicts in Iraq and Afghanistan, the Danish participants
might be more critical of the need and effect of new
security technologies, very much like the Norwegian
participants. However, contrary to the Norwegians,
the most debated issue was that of camera surveil-
lance which appears to be the symbol of new secur-
ity technologies in the Danish debate.

1.6 Austria

The Austrian group was differentiated from the other
groups, as the participants displayed considerable
mistrust towards fellow citizens, politicians, compa-
nies and experts as far as taking the right decisions
of security and privacy is concerned. They pointed
out that companies and experts are unlikely to pre-
sent objective opinions and work for the public best;
that politicians are too focused on the next election
and that citizens will never reach consensus. The
Austrian participants were generally very privacy
aware and sceptical towards the need for new
technologies, and they argued for other solutions

to problems of crime.
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Chapter 2 | Perceptions and Acceptance
of Specific Security Technologies

This chapter will present the attitudes towards different groups of technologies. The technologies are
biometrics, camera surveillance (CCTV), scanning technologies, locating technologies, eavesdropping,
data retention and privacy enhancing technologies.

Obviously the different technologies received diffe-
rent amounts of attention from the participants and
there are national differences as well. People have
stronger feelings — positive and negative — about
technologies they are familiar with and technologies
with iconic status in the respective countries, e.g.
CCTV in Denmark and Facebook in Norway (see
Chapter 1). More complex technologies are usually
treated with greater scepticism.

2.1 Biometrics

A considerable minority of the participants did not
accept facial recognition, fingerprints or iris recogni-
tion under any circumstance. For those that might
accept some form of biometric access control, finger-
prints are the easiest to accept, iris recognition
second and recognition of facial characteristics the
least accepted. Only in airports and at borders would
a majority accept biometric control —a considerable
group would accept to be pre-registered to have eas-
ier access control in airports, but not in other public
transport. This was especially true for people who
travel by airplane at least once a year. The main con-
cerns were data getting stolen and function creep.
Even though the participants had few problems ima-
gining the actual situation of biometric control, the
issues of data retention seemed hard to comprehend,
due to the complexity of the issue. As a result central
registration of biometric data was not especially
popular. The Norwegian group was the most positive
towards these ideas and the German group was the
most negative, reflecting the different basic under-
standings of security and privacy among the partici-
pants in these two countries.

2.2 Camera surveillance
One of the most debated technologies was CCTV.
Notably the Hungarian representatives were very
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positive towards this form of surveillance, whilst

the Danes were deeply divided and spent much

time discussing it. A majority of the participants
welcomed CCTV in most places, but CCTV in all public
spaces and in intimate situations was deemed too
privacy infringing. Active camera surveillance could
only gain some support, if it was ensured that no
false positives would occur and it was only imple-
mented in exposed places. There was no clear indi-
cation whether there was general wish for more
CCTV —especially the Norwegians found it hard to
consider this question, which was also reflected in

a general lack of debate on CCTV at the Norwegian
meeting. While there was a shared perception of
CCTV as a good tool in police investigation, there was
a call for more knowledge on the actual effectiveness
of CCTV. Lack of effect was one of main arguments
for the need for research in alternative solutions.

2.3 Scanning technologies

Acceptance of scanning seems to be connected to
sites of use, as it was widely accepted in airports,
but nowhere else. Commonly encountered scanning
technologies such as scanning for metal objects and
x-raying of luggage are widely accepted, but newer
methods like full body scan without projection and
medical scans are not well received. Full body scan
with projection on a virtual mannequin got highly
different responses in different countries — the Hun-
garian group was by far the most positive, while the
Spanish and the Austrian were the most critical. This
might be an indication of differences in basic secu-
rity/privacy understandings between the countries
—or that the technology is hard to imagine.

2.4 Locating technologies
Even though the participants widely acknowledged
the potential of locating mobile phones and cars for



crime prevention and investigation, a large majority
of the participants would only accept the use of
these technologies based on a court order. The rea-
son is the feeling of privacy intrusion that these
technologies generate — the juridical institutions can
to some extent contain this negative effect.

eCall turned out to be an especially interesting tech-
nology, as it raised a series of relevant discussions: If
the majority of the participants should accept eCall,
its installation has to be voluntary. This accentuates a
dilemma in the choice between optional security
technologies and their effectiveness —as long as
eCall is optional, its effect will of course be limited.
Frequent motorists were more likely to support auto-
matic installation of eCall.

The attitude towards eCall was completely different
when the intended use was presented as use in case
of emergencies — then a majority supported the use
of eCall. The intended use of the technology, not the
technology itself, determines a substantial part of
the perceived privacy impact. The participants were
very reluctant towards automatic fining of speeding,
and a little more positive towards using eCall to
locate stolen vehicles. This emphasises the impor-
tance of defining not only the general use, but also
what specific crimes the technology is supposed to
target.

Interestingly, the Norwegians were more critical
towards any form of locating technology — the idea
of being located seemed to be in greater conflict
with the Norwegian participants’ concept of privacy.
The Spanish participants were very keen on using
location technologies for private surveillance of chil-
dren and the elderly. This use of the technology was
not widely accepted by participants at the five other
interview meetings.

2.5 Eavesdropping

As with locating technologies, acceptance of eaves-
dropping depended on the police obtaining a court
order. Even though it was broadly recognised that
eavesdropping was a good tool in police work, collec-
tively the participants could only accept eavesdrop-
ping on a suspect, not on his or her expected con-
tacts and even less on all communication lines.
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Again this is closely connected to the feeling of pri-
vacy intrusion created by the technologies. The
feeling of intrusion was most widespread in Ger-
many and least in Denmark — probably as a result of
the traditional trust in governmental institutions.

2.6 Data retention

Data retention is in many ways the backbone of
other security technologies, as it is the use of the
data that makes a given security technology effec-
tive. Consequently, data retention is considered to be
one of the potentially most privacy infringing tech-
nologies.

A majority of the participants accepts retention of
data, scanning of data and combination of data alike,
but only if it is used in an investigative capacity. A
significantly smaller part of the participants sup-
ports preventive use, although the Spaniards and to
lesser extent the Hungarians and Norwegians are
supportive of this form of use. It should be noted
that the participants do not seem to distinguish bet-
ween these technologies, which indicates that the
data retention technologies are very hard to compre-
hend. Also, participants make only little distinction
between terrorism and crime.

In general, it is accepted that these technologies are
good tools for the police, but this conflicts with a
strong feeling of privacy intrusion and a strong fear
of function creep initiated by institutions or individu-
als. As a result about 1 out of 7 participants would
never accept data retention, if they were to choose
—more in Germany and less in Spain.

Governmental data retention gains more support —
the participants were slightly more positive than
negative towards this. The most positive countries
were Denmark, Norway and Spain.

2.7 Privacy enhancing technologies

The participants seemed to be very unsure about
privacy enhancing technologies (PET). The technolo-
gies and especially their consequences appeared to
be hard to comprehend for many. This is probably
due to lack of knowledge about these technologies.
This could also explain the fact that PET were not
discussed much at any of the six interview meetings.
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In general, the participants argued that PET was
much needed to preserve privacy. However, when the
discussion touched upon actual technologies and
specific consequences, the support dwindled down.
Slightly more than half the participants accepted use
of encryption and slightly less than half accepted the
use of anonymous calling cards and identity mana-
gement. When it was pointed out that some techno-
logies could prevent investigation of specific crimes
such as distribution of child pornography, they gai-
ned even less acceptance. A small group would never
accept PET under any circumstances, if it conflicted
with police work.

Generally, PET had more support in Austria and Ger-
many than in the rest of the participating countries.
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Chapter 3 | Participants’ Attitudes towards

Privacy and Security

Not surprisingly there was a clear overall connection between the level of privacy infringement cau-
sed by a technology and the level of acceptance of the same technology. At the same time the six
interview meetings revealed that the level of acceptance was determined by a number of other fac-
tors, e.g. familiarity, site, situation, effectiveness of the technology, all of which should be taken into
consideration when developing and implementing new security technologies. The specifics of these

observations will be described in this chapter.

3.1 Nuanced attitudes among participants

It is important to emphasise that the participants at
the six interview meetings in the six different countries
had a broad variety of opinions and some highly nuan-
ced attitudes towards privacy and security. The partici-
pants showed great insight as well as willingness to
discuss, argue for their opinions and listen to and learn
from the opinions of others. Often the participants
were confronted with dilemmas that challenged their
overall opinion and revealed their willingness to com-
promise their attitudes. And depending on the cir-
cumstances, a majority of the participants are willing
to relinquish some of their privacy in specific situations.

3.2 General attitudes and positions

Still there are tendencies that allow dividing the
participants into three main groups. Based on the
answers to questions about general attitude towards
privacy and security2 and the analysis in the national
reports the groups can be divided as follows:

= The biggest group is the participants that weigh
privacy as an important right and are worried
about the use of security technologies and the
infringement of their privacy. This group consists
of roughly 60-70 percent of the participants.

® The second group is the participants who do not
perceive surveillance and security measures as
something unpleasant and believe their imple-
mentation will result in a considerable gain in
security. This group consists of roughly 20-30 per-
cent of the participants.

2 Question 15-20 in the questionnaire, see questionnaire in annex 4
and frequency tables in annex 5
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= And finally there is a group of undecided partici-
pants who do not perceive privacy infringement
as a substantial problem in their lives but still do
not support extensive surveillance measures or
use of security technologies. This group also finds
that the security-privacy dilemma is very complex
and difficult. Approximately 10 percent of the par-
ticipants belong to this group.

It is important to emphasise that these are rough
categories that do not grasp the complexity and vari-
ations of the participants’ opinions and attitudes.
These will be elaborated in the following.

3.2.1 Are security technologies necessary?

The question of whether the security of society is
dependent on the development and use of security
technologies divide the participants. Just over half
the participants agree that our security is dependent
on technology. Likewise, Just over half the partici-
pants agree that when security technology is availa-
ble we might as well make use of it. The technology-
positive participants commented:

«l tend to think that whatever fosters security is okay
with me. This is why | do not understand some of the
debate; why do people worry if there are so much big-
ger dangers for mankind than giving away your
data.» (DE)

On the other hand, a number of participants do not
consider technologies to be the right way to protect
oneself against crime and terror. They stress that it is
more a social problem than a technical problem and
that the solution should also be social rather than
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technical. Especially the Hungarian participants
emphasised this in their group discussions.

«The causes that generate terrorism should be
abolished.» (HU)

«lt is a thought of mine during the discussion, all the
governments should not be fixed to the idea that we
need new security technologies, because we have to
fight crime and terrorism. Maybe one should go back
one step and fight against what is the real problem,
one cannot solve terrorism with x-ray and scanning
alone.» (AT)

They point to education, integration and better econ-
omic conditions as means to prevent crime and terror.

Many participants across the six countries empha-
sised that it is far more important and far more
effective to look at the causes of crime and terrorism
than to implement security technologies as protec-
tion against terror:

«l would say in relation to security technologies that
the social climate or atmosphere should be improved
first, and it would be much more effective and secure
— if we take this word seriously — than to set up the
technology. If fewer people have the feeling that they
have nothing to lose, then less people should be kept
in check.» (HU)

Interestingly, the participants were very positive
towards the technologies, if their purpose was to
prevent or help out in case of accidents. This indi-
cates that the feeling of privacy infringement is
strongly connected to the feeling of being under
suspicion, not to the actual technology.

3.2.2 Violation of privacy

Overall, a vast majority of the participants feels that
privacy should not be violated. 85 percent of all parti-
cipants agree that privacy should not be violated
without reasonable suspicion of criminal intent.

The participants are aware that security technologies
will violate privacy to some extent. A vast majority
(80 percent) also feels that it is unpleasant to be
under surveillance. These numbers indicate that
participants in general weigh privacy higher than
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security, but the group discussions reveal a much
more nuanced attitude towards the balance of secur-
ity and privacy.

«Still, | consider privacy to be a high value and that it
may prevail public security. Not every information
that can be collected should be collected.» (DE)

«Privacy has to do with my free will, with my free deci-
sion. In the moment when | give up a part of my pri-
vacy, | also give up part of my decision, of my will; (...)
then | prefer more risk.» (AT)

Privacy infringing security technologies are indeed
accepted in some places and situations. What causes
disagreement among the participants is when,
where and how much violation of privacy they can
accept. The participants’ have very diverse limits and
attitudes towards this:

«We have to restrict our freedom in some degree to
have security.» (HU)

«I’'m sitting here as a law-abiding citizen. It is easy
for me to say: Just register it all, no problem in that.
But the problem is that you can imagine the situation
where registration could become a problem even
though it is not in connection with anything crimi-
nal.» (DK)

Some participants also point out that the perception
of what violation of privacy is could vary from indivi-
dual to individual.

«(...) people participate voluntarily in «Big Brothers.
It is a tendency in the society that it seems that people
don’t think it is that important having a private

sphere anymore» (NO)

The group debate in Spain stressed the opposing
sides via this rhetorical question:

«If I have nothing to hide, why should | worry?» (ES)
And the opposite question:

«If I have nothing to hide, why should they monitor
me?» (ES)



In general, a majority of the participants seems to
prioritise privacy high, but even for this majority
there are definitely situations and places where secu-
rity is more important. This will be elaborated below.

3.2.3 The perception of danger

A crucial part of the discussion on security technolo-
gies concerns the definition of what one seeks to be
protected from. What characterises the danger? How
big is this threat? Some participants came up with
some interesting answers:

«The biggest problem in Norway today is traffic acci-
dents and heart attacks» (NO)

«Executives were talking about the danger of terro-
rism, because it was their interest, but it’s terribly
destructive. Because a lot of people are really afraid.
Presently, Hungary doesn’t really have to be afraid of
terrorism.» (HU)

However, most of the participants in the six countries
did see the threat of crime and terror as big enough
to justify some security measures and technologies.
The question, then, is what kind of crime and terror
can justify security measures and violation of privacy.
The participants often distinguish between terror,
serious crime and petty crime and there is no doubt
that while terror and serious crime for most partici-
pants can justify some privacy infringement, petty
crime, e.g. speeding and shoplifting, cannot.

In Spain, the participants pointed to gender violence
and other ‘serious crime’ as the most legitimate
targets of security technologies, while the Austrian
participants find neighbourhood protection more
important than protection against terrorism.

In most countries criminals were considered as a
bigger threat than terrorists. In Norway, Denmark,
Austria and Hungary terrorist attacks were not
considered a big threat.

3.3 Familiarity reduces critical attitudes

The debate in most of the group discussions at the
six interview meetings shows that familiarity makes
the participants less critical towards the technolo-
gies.When the participants are familiar with a cer-
tain technology - or the technology in certain situa-
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tions or places — they feel more comfortable with this
technology.

This is also indicated by the fact that the most accep-
ted technologies are also the most familiar. This goes
for CCTV surveillance, which is widespread and fami-
liar from many places and situations, and certain
kinds of scanning, primarily known from airports.
Once a security technology has become part of the
routine in certain places or situations, people seem
to stop thinking about the existence of this techno-
logy and the level of acceptance is increased as well.

One exception from this is the Spanish interview
meeting where the participants who were more
familiar security technologies in relation to travelling
and communication technologies had the highest
level of awareness of the implications of security
technologies and also were the most critical.

3.4 Taking effectiveness into consideration

The effectiveness of security technologies has deci-
sive influence on the degree of acceptance the tech-
nology receives among the participants. The effect of
security technologies must be in proportion with the
privacy infringements.

The participants question the effectiveness of secu-
rity technologies. Approximately 70 percent of the
participants in the six countries completely or partly
agree to the statement that many security technolo-
gies do not really increase security, but are only being
applied to show that something is being done to
fight terror. The technologies are simply implemen-
ted for political reasons.

«For instance this data retention (...) the guy who
crashed with the plane (reference to the 9/11) (...) what
was contained in his database? That he had studied as
an aviator? And so what? This is not dangerous, they
can get around it and this is why | think this techno-
logy doesn’t lead anywhere.» (ES)

Especially the promise of prevention of terrorism
fosters scepticism among the participants. On the
other hand, there is widespread belief in the investi-
gative effect of security technologies, e.g. CCTV. So
while the participants do not think technologies will
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be able to prevent terrorism, many participants find
the technologies to be a good tool in the investiga-
tion of terror and crime.

«The problem is that even if you put up more and
more cameras you will not have enough personnel
to watch them all, and people know that. So | think
it is a kind of pseudo-security.» (DE)

Yes, but it gives the opportunity to determine the
perpetrator afterwards, even if you cannot prevent
the crime.» (DE)

When it comes to the effect on crime, some partici-
pants argue that the technologies have no effect on
crime or just move it to a different area. They argue
that security technologies only give false security:

«l actually think it gives a high degree of false security.
I think it is really a bit worrying. It’s a little bit to
please the old ladies (...)» (DK)

«(...) crime rates are decreasing where surveillance
cameras are deployed, the problem however is, that
the whole thing is moving somewhere else...» (AT)

At the same time, however, to many participants
ordinary crime seems to be a greater cause for
concern than terror. The Spanish participants were
much worried about domestic violence, and the
possibility of preventing it by using security tech-
nologies —e.g. CCTV — was debated in the Spanish
group discussions.

A minority of the participants showed more faith in
the effectiveness of the technologies and found that
the technologies make them feel more secure. At the
group interviews in all six countries there were parti-
cipants who expressed belief in the preventive effect
of security technologies, especially on crimes like
violence and theft.

«I'm surprised that you assume that there is mistrust
towards the surveillance society. I'm very surprised.
| feel very comfortable, if there is surveillance.» (DK)

«Personally | want it to be a lot of surveillance! (...)
I really can’t understand why people fear to be monito-
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red in their own country if they didn’t do anything
wrong.» (NO)

Overall, the group discussions in all of the six countries
reveal that the effectiveness of the technologies is a
key factor. Technologies that are considered effective in
preventing crime and terror have much higher degree
of acceptance. Some participants even suggested spee-
ding up the research process in order to develop better
and more effective security technologies.

3.5 Security technology is more accepted in
‘danger spots’

Some situations and places are considered more sui-
table for implementation of new security technolo-
gies. One possible reason for this is that these situa-
tions and places are considered more vulnerable and
exposed when it comes to crime and terror.

«There are places, dark places, where | would say that
it feels good to see a camera at use there; whether it is
turned on or not, | don’t know, but at some places it
can facilitate a feeling of security.» (DE)

«l am very ambivalent in these affairs. On the one
hand, | have the impression they deploy it excessively,
on the other hand, at specific places (...) | consider it as
justified.» (AT)

The best examples of ‘danger spots’ are probably air-
ports. An airplane is a confined space with no escape
where the consequences of terrorism easily can be
very severe. It is illustrative that 9o percent of the
participants can accept CCTV surveillance in airports.
Also banks, stations and sports arenas are places
where more than half the participants can accept
CCTV, while in the other end dressing rooms are pla-
ces where surveillance is unacceptable to the vast
majority.

In these «danger spots» security technologies, such
as scanning and surveillance, are often already
implemented. Consequently, the participants are
familiar with security technologies in these situa-
tions. Therefore the high acceptance of security in
some areas, e.g. airports, could also be explained by
the familiarity with the technologies in these places.



3.6 Acceptance is dependent on convenience
Not surprisingly, the acceptance of security techno-
logy depends on the feeling of loss or gain of conve-
nience. Technologies that are imagined to be very
inconvenient are not as accepted:

«It would have enormous consequences if you were to
security check all passengers going to work and chan-
ging trains at the main station.» (DK)

On the other hand, this also means that security
technologies that hold the potential for a high gain
of convenience can be accepted to a higher degree.
This support, however, is mainly found among people
who are generally not sceptical towards security tech-
nologies or have more convenience to gain, since they
may interact with the technology on a regular basis.

3.7 Little acceptance of physically intimate
technologies

There are signs of some 'natural’ barriers to privacy.
When the naked machine is considered to be unac-
ceptable by the majority of participants, when iris
recognition is preferred over facial recognition and
when data mining encounters a high degree of resis-
tance, the apparent conclusion is that the personal
space is violated, even though the technology is con-
sidered effective and the handling trustworthy. Tech-
nologies that target the body and are able to
recreate a recognisable identity provoke feelings of
intrusion, which is not the case when security tech-
nologies only have a public gaze, as CCTV.

The participants expressed it tersely and clearly:
«Not inside my intimate sphere!» (DK)

«In addition, to transilluminate, to go through the
body, this is also ethically very dubious.» (AT)

One participant had experienced the naked machine
and said:

«You did really not feel comfortable by passing
through» (NO)

It is notable that the concept of intimacy can vary
from individual to individual — and between coun-
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tries — even though it cannot be analysed from the
data from the interview meetings. It is also worth
noticing that some technologies are considered less
invasive even though they are actually much more
invasive. This goes for iris recognition, which makes it
possible to detect certain diseases, that is not consi-

dered to be as privacy infringing as facial recognition.

This can be explained by the lack of knowledge
about a technology such as iris recognition.

3.8 Irreversibility of implemented security
technologies

Hungarian and Danish participants emphasised that
if a security technology has been developed, it is
there to stay and at some point it will also be taken
into use —and perhaps not the way it was intended.
One participant compares it to the atomic bomb:

«lt is like preventing the a-bomb. Once it has been
invented it is very difficult to keep preventing it. Some
day it will show up in a place where it wasn’t suppo-
sed to be.» (DK)

«We should not imagine that even if in the course of
time a specific security technology turns out to be
ineffective or not necessary, that this measure or tech-
nology will be revoked.» (DE)

The irreversibility of the technologies suggests that
implementing new technologies should be based on
extensive consideration.

3.9 Security technologies will be abused

There is a strong conviction among the participants
in all of the six countries that new security technolo-
gies will be abused. In Spain for example, the partici-
pants explicitly expressed their concern that security
technologies can be used for commercial purposes or
political control.

«Definitely. Abuse is written in big letters above it.
Above each advantage.» (AT)

3.9.1 Mistrust in institutions

More than 60 percent of the participants in the six
countries believe that new security technologies are
likely to be abused by governmental agencies and
almost 9o percent believe that criminals will abuse
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them. Especially Hungarian participants are sceptical
towards governmental institutions and expect
misuse from the state. This could be understood on
the background of the former socialist regime in
Hungary where citizens’ privacy rights were infringed
considerably.

«These systems, here in Hungary, don’t work the way
as they should work.» (HU)

The biggest concern for the participants seems to be
that commercial interests will misuse information
and data collected via security technologies.

«All technology can be misused anyway. So there will
be persons that try to exploit this.» (NO)

«Private companies, | think they can be interested in
biometrics in order to know consumption habits.» (ES)

3.9.2 Fear of function creep

The fear of misuse is often a fear of ‘function creep’
—that the technologies or data will be used for other
purposes than originally intended. In this way there
is a close connection between the feeling of privacy
intrusion and the trust in the institutions that con-
trol the security technologies.

«What really bothers me about these monster-data-
bases is that the data can be used for other purposes,
which have nothing to do with the initial purpose.»
(DE)

«These technologies should not be used for purposes
different from those that are officially established,
that is the security of all the citizens» (ES)

Advanced security technologies often hold the risk/
possibility of function creep.

3.9.3 The individual controlling the technology is
crucial

One thing that many participants across the six
countries find problematic is the individual control-
ling the technologies. There is a widespread concern
among the participants about who has access to
information and data from security technologies and
what they can use it for.
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«There is just this one snag in it, that there are people
sitting on the other side of the technology controlling
it. And everybody knows what happens to people
when they get power. Power corrupts!» (DK)

Especially Danish and German participants are con-
cerned about the insight given to individuals who
have access to data collected from security technolo-
gies. But also the Norwegian and Spanish partici-
pants mentioned this consideration.

«Whenever humans are operating systems or if some-
one can gain personal advantage, you have to expect
misuse.» (DE)

«Then as far as possible you have to guard against
misuse. Individuals should have as little power in the
system as possible.» (DK)

«l don’t mind collection of data. But what happens to
them, and who get access to them is the most impor-
tant question.» (NO)

«l believe that they should be careful about who is
going to have access to our data, to all our data, to all
our private things.» (ES)

The Spanish participants also expressed anxiety for the
competence of the people controlling the technologies.

«l don’t know how many of these CCTV cameras are
attended by security guards, which is a job like many
others. | mean, it does not entail special requirements.
I mean, if you spend your time monitoring people and
you have to decide whether any person is showing
‘strange” behaviour, you really need to have some
knowledge about peoples’ attitudes.» (ES)

In Hungary there seemed to be a more widespread
mistrust towards the governmental institutions in
general, including the bureaucrats.

However, many participants acknowledge that with
proper control exercised by competent authorities
these technologies may indeed improve the level of
security in given areas of people’s lives. The Norwe-
gian participants revealed a very high degree of trust
in the state.



3.9.4 Court orders make a difference

Some security technologies have a built-in conflict.
The vast majority of the participants consider them
both a good tool for police in prevention and investi-
gation of crime and terror and at the same time they
find them to be very privacy infringing. This goes
especially for eavesdropping and location technolo-
gies and to some extent also data retention. For the
use of these technologies the participants stress the
importance of a court order:

«It makes a huge difference if the police, no matter
what they do to me, if they get a court order first.
Then it might be that sometimes there is a judge
saying yes to everything, but anyway it has been by
a judge, and then | can feel the tripartition of power
and then | feel more comfortable.» (DK)

In general, the questionnaire reveals that approxi-
mately 8o percent finds police use of these privacy-
infringing technologies acceptable, if it is based on

a court order, while only about 10 percent can accept
it without a court order.

3.10 Private surveillance

At many of the six interview meetings private
surveillance was stressed as something particularly
interesting — but for different reasons. Danish parti-
cipants feel offended by the possibility of private
surveillance, even though private surveillance of
children or the elderly could help protect them.
Also Hungarian and Austrian participants opposed
private surveillance.

At the Spanish interview meeting the participants
took the opposite position: That the technology
could be helpful especially in relation to surveillance
of children but also the elderly. Additionally, they
argued that private surveillance could help prevent
and investigate theft and gender violence. Some
suggested installing CCTV at main entrance doors.
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Chapter 4 | Views on Democracy

and Regulation

4.1 Democracy and participation

The participants in the interview meetings in the six
countries were also confronted with democratic
issues concerning the development and implementa-
tion of new security technologies.

4.1.1 Involve the citizens in important questions
Continuous information and public transparency
concerning the reasoning behind and consequences
of implementation of new security technologies is
crucial to the public legitimisation of these technolo-
gies. 9o percent of the participants across the six
countries believe that politicians must always sub-
mit important questions to public debate and public
hearings before making decisions on implementing
new security technologies. On the contrary only a
small minority finds the issues of security and pri-
vacy to be too complicated to include the general
public.

Some participants argue that the people who are
going to live with the technology must be heard
before the technology is implemented:

«Because if things go wrong these are the people who
are going to suffer from their consequences, both
negative and positive ones.» (ES)

The small minority who did not think the general
public should be involved in decisions about security
and privacy argued:

«(...) | believe that the ordinary citizens... that we
would never reach consensus on these measures,
never.» (ES)

Because of the high dropout rate, the registered par-
ticipants for the Austrian meeting that did not show
up were asked why afterwards. It is noteworthy that
many of them they stated that they felt the issues at
stake was too complex for them to discuss.
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4.1.2 Let politicians decide after public debate

The group debate revealed that most participants
across the six countries argued for an open debate,
information and a transparent decision making pro-
cess in which politicians listen to the voice of the
public. In Germany and Denmark the participants
argued for leaving the decision making to the politi-
cians once the public opinion has been heard:

«After a broad public debate it would be reasonable
if the politicians made the decisions. That is our
democracy.» (DK)

«Politicians will represent the opinion of the public.»
(DE)

The Norwegian participants also emphasised the
need for involvement of the public on other grounds
than pragmatic:

«This is not only something to understand, this is
about values.» (NO)

Overall, the participants wanted public involvement
and transparent decision-making.

4.1.3 Demands for the decision-making process
More than 9o percent of the participants believe
that human rights organisations are always entitled
to be heard when important decisions on security
and privacy are made. The participants see human
rights organisations as spokesmen for individual
privacy.

It is also remarkable that not one participant in all
six countries disagrees with the statement that it is
imperative to elucidate and include alternative solu-
tions in the debate as part of the decision making
process. This indicates that the participants prefer a
non-technological solution instead of implementa-
tion of security technologies if possible. As one parti-
cipant puts it:



«If you had two policemen patrolling, going around
whistling, right. That would be ten times more effec-
tive than a video camera.» (DK)

The participants were more divided about whether
to include private producers of security technologies
in the decision-making process. Little more than half
the participants across the six countries thinks that
producers should be involved because of their expert
knowledge, but many were more critical towards the
involvement of private producers of security techno-
logies:

«One must not forget that there is economic lobby
behind the whole thing.» (AT)

On the other hand, there was broad consensus on
involving experts in the debate and taking decisions
on a background of scientific analysis.

«l think it is important to include experts. Citizens
cannot follow what it is all about.» (DE)

«Scientists who can explain it well, understandably
for the average people. Not the politicians ... People
should be also asked, but it’s impossible to ask every-
body. But they must be informed.» (HU)

«The experts have to be listened to and it should be
taken into consideration what they confirmedly say.»
(HU)

4.2 Proposals for privacy enhancing use of
security technology

At the end of the questionnaire the participants
were asked to evaluate the importance of four pro-
posals for privacy enhancing use of security techno-
logies. In general, the participants found all of the
four proposals to be important. The proposals were
evaluated as shown in the following table.

The proposal that was evaluated as being most
important by the participants was that only authori-
sed personnel should have access to collected data.
This proposal meets the concerns that many partici-
pants expressed about the individuals behind the
technology and the personal information these indi-
viduals will be handling. The Spanish participants
also emphasised the need for improving the morality
of these individuals.

The two proposals about anonymous data and the
proposal about a privacy check before implementa-
tion were both evaluated as important as well, while
the last proposal about research funding was evalua-
ted as the least important of the four proposals. In
the Danish group interview, though, the possibility
of regulating the development was mentioned:

«Like you try to regulate companies, e.g. no pollution
(..) In the same way it must be possible to make some
demands to companies developing security technolo-
gies.» (DK)

Proposal High import. Some import. | Little import. Not import. Don’t know
Collection of personal data from unsuspi-

cious individuals must be anonymous until 127 19 5 3 4
identification is authorised by court order

Only authorized personnel shall have 148 o o ;
access to collected personal data 4 9

Prior to implementing, new security

technologies must be checked for privacy 127 26 2 o 3
impact

Funding of research projects on new

security technologies should be dependent 100 31 13 5 9
on a thorough analysis of privacy impacts
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Aside from the proposals with which the participants
were confronted, they themselves made some propo-
sals on how to enhance privacy in the use of security
technologies.

4.3 Develop alternative solutions

From the Hungarian participants came the sugges-
tion to test new security technologies on members
of the parliament before it is implemented. The Hun-
garian participants also emphasised the need to add
focus on the causes of terror and to fight them by
means of education, integration and social equality
instead of implementing security technologies.

Both in Denmark and Austria the participants
suggest having more security personnel, e.g. more
policemen, instead of implementing security techno-
logies.

«l believe it would be better, if police forces were
present, who could prevent that an attack from the
outset.» (AT)

4.4 The dilemma of optional use of
technology

Through the meetings it became clear that everyw-
here a certain minority was not willing to be subjec-
ted to new security technologies, especially if they
had a choice. There will also be a small group of peo-
ple who are not capable of using the technologies;
this could be workers whose fingerprints can no lon-
ger be read by a scanner.The participants were
aware of this, and they were asked about the rights
of the people not able to or not willing to use new
security technologies. The participants are reluctant
to accept that people who are not able to or not wil-
ling to use new security technologies are discrimina-
ted in the public system. Slightly less than half of the
participants will not accept any consequences for
these two groups.

If this demand should be met, security technologies
would have to be optional. This, however, presents a
dilemma —when some people can legally avoid the
technologies, the effectiveness of the technologies
may be minimised drastically, but compulsory
exposure to security technologies will be at odds
with the democratic opinion.
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The Spaniards were very aware of this problem in
their discussion. Around 8o percent of the Norwegi-
ans were in favour of forcing the objectors to accept
new security technologies, whilst fewer than 40 per-
cent the Austrians and Hungarians were willing to
do this.



Chapter 5 | Conclusion

This concluding chapter consists of three parts. The
first part briefly summarises a number of important
issues that divide the participants across the six
countries. The second part consists of attitudes and
opinions that are supported by the vast majority of
the participants. A vast majority entails that 8o per-
cent or more of the participants in the six countries
have backed these conclusions in the relevant ques-
tions in the questionnaire. What is considered rele-
vant is also based on what the participants have
emphasised in the group discussions. Finally, this
chapter lists a number of democratic demands that
the participants have emphasised.

5.1 Important issues which divide

the participants

Overall, the participants are highly nuanced in their
perception of and attitude towards privacy and
security. They are split when it comes to whether
the security of the society is dependent on security
technologies or not and whether the technology
should be used, if it is available.

Another issue that divides the participants is trust in
governmental institutions. On the one hand, Norwe-
gian and Danish participants show great trust in the
state and the official institutions. On the other hand,
Spanish and particularly Hungarian participants
have little trust in their official institutions and the
public servants. This is important, because these are
the institutions and persons that manage the secur-
ity technologies.

Most participants cannot accept consequences —in
the name of security — for fellow citizens that are
unwilling or unable to use security technologies.
Another interesting issue is that when the partici-
pants are familiar with a certain technology — or the
technology in certain situations or places — the tech-
nology simply becomes more acceptable. This can
explain the higher degree of acceptability of camera
surveillance, and the higher degree of acceptance of
almost any security technology in airports. This
would have been a majority conclusion except for
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the fact that the input from the Spanish participants
does not support this conclusion. The results of the
Spanish interview meeting indicate that the partici-
pants become more critical towards security techno-
logies that they are familiar with.

5.2 Emphasised as important by the

vast majority

Even though the six interview meetings have been
conducted in six different countries with different
backgrounds and different basic understandings of
security and privacy it is possible to draw some con-
clusion that are common for the vast majority of the
participants across the six countries.

The participants find it uncomfortable to be under
surveillance. They also believe that privacy in prin-
ciple should not be violated. However, there are a
number of exceptions that make security techno-
logies and privacy infringements acceptable.

It is possible to draw some conclusions on what priv-
acy infringing use of security technologies the partici-
pants do not want to trade for security. It is also pos-
sible to draw conclusions on a number of exceptions

that make the use of security technologies acceptable.

5.2.1 Basic limits of acceptability
The threat of terror as such does not justify privacy
infringements.

In general, the participants do not consider the
threat of terror to be reason enough for implemen-
tation of security technologies or other privacy
infringing measures. To a certain degree, this is
surprising and indeed noteworthy in the light of
terror legislation that has been implemented in
many countries since September 11th 2001.

Another interesting point is that prevention of seri-
ous crime seems to be more important to the partici-
pants than prevention of terrorist attacks. The parti-
cipants simply do not consider the threat of terror to
be that big.
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Physically intimate technologies are unacceptable
Technologies that target the body make the partici-
pants feel uncomfortable. Cameras in dressing rooms
and the naked machine are two examples of this
unacceptable intrusion into the most private sphere.

Misuse of technology must be prevented

It is not surprising that misuse of technology is
considered unacceptable. What is more interesting
is that the citizens are convinced that security tech-
nologies will be misused. Definitely by criminals and
commercial interests and, according to a majority of
the participants in some of the six countries, by the
state as well.

Function creep is not acceptable

It is not acceptable to use security technology or
data for anything but the original purpose —known
as function creep. If a technology is implemented
with a specific target or function, it is not acceptable
that the technology over time is used for another
privacy infringing security purpose. This goes for
non-security technologies used for prevention or
investigation of crime and terror as well.

5.2.2 What makes security technologies

more acceptable?

Proportionality between security gain and privacy loss
The question of proportionality can be boiled down
to two points. Whether the security technology in
question is effective, and whether the privacy
infringement caused by the technology is justified

by the threat.

Overall, effectiveness increases acceptability. The
more effective the participants find the technology
to be in relation to prevention and, to a certain
degree, investigation; the easier it is for them to
accept the privacy infringements caused by the
technology.

In places or situations considered to be a ‘danger
spot’ security technologies are much more accepted.
Danger spots are places with high crime rates, e.g.
dark alleys, and places considered to be vulnerable
to terror, e.g. airports.
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Court order

A court order renders the use of highly privacy infrin-
ging technologies like eavesdropping and location
technologies acceptable. These measures are consi-
dered to be a good tool for police but without a court
order they are unacceptable.

It should be noted that some security technologies
are considered to be so privacy infringing that not
even court orders justify the use of them, e.g. the
naked machine.

Strict control

Strict control of the individuals handling personal
data collected via security technologies is essential
for the participants. If all this data is collected, there
must be very strict control to prevent misuse by the
people with access to this data.

Privacy infringing security technologies must be the
last option

Privacy infringing security technologies should only
be implemented, if alternative solutions have been
considered. Non-technological alternatives must be
measured and found less effective prior to imple-
menting the very privacy infringing technologies.

5.2.3 Democratic demands

Public debate

Decisions on implementing new security technolo-
gies or measures must always be based on a transpa-
rent decisions-making process. More important —
before these kinds of decisions are taken, there must
always be an informative and involving debate.

Broad involvement

All relevant parties, including experts and human
rights organisations, must be heard prior to impor-
tant decisions on security and privacy.

Always analyse privacy impact

Before implementing new security technologies the
privacy impact of the technologies must be analysed
thoroughly. Funding of research projects on new
security technology should also be dependent on an
analysis of the possible privacy impact.



Chapter 6 | Annex

6.1 Annex overview

The following is included in the annex (to be found at www.teknologiradet.no):

= Annex 1—-Method handbook

= Annex 2 — Composition of participants

® Annex 3 - Scenarios

= Annex 4 — Questionnaire and interview guide

= Annex 5 - Frequency tables

Annex 6 — Overview of national reports
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